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Step 1.  Needs Assessment

This step provides an opportunity to analyze potential hazards within the jurisdiction and identify gaps that need to be addressed.  With a strong focus on capability–based planning, it allows jurisdictions to take a comprehensive view of the overall operational effectiveness of the current system and identify ways to improve it.  
This step establishes the reason(s) or need(s) to do an exercise while defining critical activities needed to improve the overall emergency management program.  In completing this needs assessment, utilizing resources such as planning documents, demographic or corporate data, maps, training records, and local hazard identification and risk assessments would be helpful.
So What Might a Needs Assessment Reveal?

· Problems which need to be solved

· Issues/gaps that have surfaced that need to be reviewed or resolved

· Activities that need to be accomplished

· Skills which need to be practiced or improved upon

· The plan needs defining, improvements, or clarification

· The plan needs to be assessed or analyzed for strengths/weaknesses

· A certain type of exercise is mandated

· Any training needs of the response partners

· New facilities, equipment, personnel, or other resources requiring attentions
· Need for role clarification

· Recent emergency responses identified gaps/weaknesses

· Personnel limitations

· Specialized resource needs
The Needs Assessment is the most important step of all when developing an emergency management exercise.  The entire exercise process will build from this assessment.

Sample Needs Assessment Questionnaire

(sample only intended to stimulate some assessment ideas)
A “no” answer to any of these questions could be an area in your Plan/Program that needs to be exercised.

	Yes/No
	

	
	Has an exercise been conducted within the past year?

	
	Have corrective actions/areas of improvements been documented from past exercises?  Have new improvements been re-tested as needed?

	
	

	
	Is the emergency operations plan (EOP) up-to-date?

	
	Have all sections of the EOP been executed in the past year?


(either in an actual occurrence or an exercise)

	
	Are all policies and guidelines for response to an emergency spelled out clearly in the EOP?           

	
	Do current personnel possess the knowledge and skills necessary to respond as indicated in the EOP?

	
	Are all appropriate personnel (including new staff, leadership, elected officials, etc) familiar with the EOP and the defined authorities?

	
	Have contingency plans (COOP, etc) been developed and recently tested?

	
	

	
	Has the Emergency Operations Center been activated in the past year?

	
	Are current technologies up-to-date to support decision making processes during emergencies/disasters?  (mapping capabilities, reporting systems, etc)

	
	Are identified personnel familiar with their role in emergency operations? Do employees know where to get current information?

	
	Are Incident Management Systems (NIMS / ICS principles) followed and tested?  

	
	Have notification / alternate warning systems been tested in the past year?  

             (either in an actual occurrence or an exercise)

	
	Have damage assessment processes been established and tested?  Are reporting mechanisms in place to meet documentation requirements? 

	
	Have new resources been identified and incorporated into the EOP?

	
	Are personnel familiar with available resources?  Are personnel capable of managing their resource function in an emergency situation?

	
	Are mutual aid agreements and protocols defined and tested?  

	
	Have all resource constraints or limitations that could create problems in an emergency been addressed?

	
	

	
	Have critical infrastructure and private sector partners been involved in any exercises?

	
	Have volunteer organizations been actively participating in current programs?

	
	Are there agencies/organizations with specific exercise requirements?

	Core Capabilities

What core capabilities are most in need of rehearsal?  (e.g., What core capabilities have not been exercised recently?  Where have difficulties occurred in the past?  What new threats might impact the jurisdiction?) 
                                                               Common Capabilities
               (   Operational Coordination      (  Public Information & Warning    (  Planning


	
	Prevention

	
	Response

	(
	Forensics and Attribution  
	(
	Critical Transportation 

	(
	Intelligence and Information Sharing  
	(
	Environmental Response/Health and Safety

	(

(
	Interdiction and Disruption
Screening, Search, and Detection
	(
(
	Fatality Management Services 
Fire Management & Suppression

	
	
	(
	Logistics and Supply Chain Management

	
	
	(
	Mass Care Services 

	
	Protection
	(
	Mass Search and Rescue Operations 

	(
	Access Control and Identity Verification
	(
	On-Scene Security, Protection, & Law Enf.

	(
	Cybersecurity
	(
	Operational Communications 

	(
	Intelligence and Information Sharing
	(
	Public Health, Healthcare, and EMS

	(
	Interdiction and Disruption 
	(
	Situational Assessment

	(
	Physical Protective Measures
	(
	Infrastructure Systems

	(
	Risk Management for Protection Programs and Activities 
	
	

	(
	Screening, Search, and Detection 
	
	Recovery

	(
	Supply Chain Integrity and Security 
	(
	Economic Recovery 

	
	
	(
	Health and Social Services 

	
	Mitigation
	(
	Housing

	(
	Community Resilience 
	(
	Infrastructure Systems

	(
	Long-term Vulnerability Reduction 
	(
	Natural and Cultural Resources

	(
	Risk and Disaster Resilience Assessment 
	
	

	(
	Threats and Hazard Identification 
	(
	Other ___________________________


Participants

Who (agencies, departments, operational units, personnel) needs to participate in an exercise?  For example:

· Have any entities updated their plans and procedures? 

· Have any changed policies or staff?  

· Who is designated for emergency management responsibility in your plans and procedures? 

· With whom does your organization need to coordinate in an emergency?  

· What do your regulatory requirements call for?

What personnel can you reasonably expect to devote to developing an exercise?
	Step 1.  Needs Assessment

	


Step 2.  Scope

This defines the parameters for the exercise.  It helps to identify those areas of highest priority that can be realistically tested and evaluated in an exercise and assists in determining who should be involved.
Defining the Scope of an exercise includes indentifying:

· Which functions or emergency management activities need practiced, tested, or evaluated?
· What agencies will need to be involved?
· The “type” of personnel necessary to carry out the exercise play.
· The type of exercise that matches the exercise capabilities of the jurisdictions and that will produce the desired degree of realism.
· The hazard scenario(s) that will trigger those functions or activities to be tested.
· The most logical location for the hazard(s) to occur.
	Step 2.  Define the Scope

	Personnel to be Involved                                                          Which Agency

Note:  think in terms of who will be required to carry out the defined functions/procedures in the exercise

	Functions or Capabilities to be tested: (be clear and specific)
Note:  define the procedures/activities within each functional/capability area in clear and narrow terms

	Type of Incident/Emergency which will occur                    Related issues/events
Note:  Think of major & related events that will generate types of actions that need to be practiced, is a high priority hazard for the jurisdiction, be a hazard that hasn’t been tested recently, and/or a test for a recently identified problem. 

	Geographic Area/Location where the incident will occur: 


	Date and Type of Exercise:

Alternate Date:


Step 3.  Purpose Statement
This is statement that clearly and briefly states what is to be accomplished by conducting the exercise.  It incorporates and summarizes the information developed during the first two exercise development steps.  It is the last step to tackle before announcing the exercise.

The information contained within the statement of purpose is then used to help gain Chief Elected Official (CEO) support and assure participation by other departmental personnel.  It is also a broad-based statement that can be shared during media interviews. 

	Step 3.  Statement of Purpose

	


Step 4.  Exercise Objectives
This is a description of the performance expected from exercise participants in order to demonstrate competence.  Objectives must be written in a format that is clear, measurable and observable.
Objectives ensure that those working on designing the exercise will have a common understanding of what is to be accomplished.  Without them, we would not know what we wanted to see happen or whether we accomplished it when we were through.  Objectives are the basis for exercise design, conduct, evaluation, and follow-up (improvement planning).
There are a number of useful approaches to developing objectives.  One useful rule of thumb is to remember that an objective is stated as:

                                       Who……………should do
      What……………under what

                                      Conditions……and according to what

                                      Standard.
There are (3) characteristics that, when considered in the creation of objectives, will clarify the intent of those objectives.  These characteristics answer three questions:

1) What should be done.


2) under What conditions is it to be done; and


3) How well it must be done
These three (3) characteristics are:

Performance:
The objective always says what is to be done; the objective sometimes describes the product or the result of doing something.

Conditions:
An objective always describes the important conditions under which the performance is to occur

Criterion:
An objective describes the criterion of acceptable performance by describing hwo well or what the participant must perform in order to be considered acceptable.


The number of exercise objectives is based specifically on the expected needs of the exercise and vary on how broad or specific they are written.  Typically, the general rules are:

Tabletop Exercises (TTX) 

3-5 objectives

Functional Exercises (FE)

4-7 objectives

Full-Scale Exercises (FSE)

8 or more objectives

Objectives should follow the SMART principle.
	
	SMART Objectives

	Simple
	A good objective is simply and clearly phrased.  It is brief and easy to understand.

	Measurable
	A good objective sets the level of performance so the results are observable, and everyone can agree on whether or not the objectives are achieved.

	Achievable
	A good objective should not be too difficult or impossible to achieve.

	Realistic
	A good objective should present a realistic expectation for the situation.

	Task Oriented
	A good objective should focus on a behavior or procedure.  Each objective should focus on a capability.


	Word Choices for Writing Objectives



	Avoid vague verbs:



	Accept                              Believe                           Internalize                Sense         

Acknowledge                    Comprehend                  Know                       Show ability to
Appreciate                        Enhance                         Realize                    Understand
Be aware of                      Grasp                             Recognize                Value
Be conscious of     
                          

	Use action verbs in relation to what is expected:


	Knowledge
	Arrange, Define, List, Memorize, Name, Organize, Relate, Recall


	Comprehension
	Clarify, Classify, Describe, Explain, Identify, Indicate, Locate, Record, Report, Restate, Review, Select, Sort, Translate


	Application
	Apply, Choose, Demonstrate, Establish, Illustrate, Inspect, Interpret, Notify, Operate, Prepare, Sketch, Solve, Use



	Analysis
	Analyze, Appraise, Categorize, Compare, Contrast, Diagram, Differentiate, Distinguish, Examine, Inventory, Question, Test


	Synthesis
	Arrange, Assemble, Construct, Create, Design, Formulate, Organize, Plan, Prepare, Set Up, Synthesize


	Evaluation
	Appraise, Assess, Choose, Compare, Defend, Estimate, Evaluate, Judge, Rate, Select, Value



	Exercise Objectives

	

	

	

	

	

	

	

	

	

	


Step 5.  Narrative

This is a brief description “or story” of events that have occurred up to the minute the exercise begins.  It is to capture attention and motivate exercise participants to proceed to make decisions or take action based on events that have occurred.

The exercise narrative should include:

· Type of event

· Time of occurrence

· Location/where the event occurred.
· Where the event is going

· What has already happened?
· What may happen?
· Weather conditions

A Narrative Checklist: (to aid in the development of…)

· What events happened?

· Where does it take place?

· How did you find out?

· Was there advance warning?  What time?

· What response has been made so far?

· What is the sequence of events?

· Does the event move geographically?  Where?

· How fast, strong, deep, dangerous?

· What damage is already reported?

· What are the weather conditions, now and in the future?

· What other factors would influence emergency procedures?
Outline the key points in your narrative using the following worksheet, then compose the script for the initial narrative in your exercise.
	Narrative Outline

	Event



	How fast, strong, deep and/or dangerous



	How you found out



	Response(s) made so far.


	Damage reported.


	Sequence of events



	Current times



	Advance warning, if any



	Location



	Relevant weather conditions



	Other factors that would influence emergency procedures.


	Predictions




Step 6.  Major / Minor Events

These are events that might generate situations that would test the objectives.  A Master Scenario of Events List (MSEL) is created, most commonly for operations-based exercises.
There are usually different events that might trigger certain actions; a conscious selection of how these events unfold will help to test each exercise objective.  Expected actions begin forming at this stage of the development process.
Major events - 
These are big problems resulting from the disaster situation.  These should be likely events which will call for realistic action.  The best way to arrive at such a Major Events List is to decide what events might generate situations that would test the objectives.

Minor events – 
Oftentimes called detailed events, these are those situations that may cause other events to happen.  A list of minor events would include a number of specific problem situations to which emergency personnel would have to respond.  This list makes it easier to write messages that will create the flow for the exercise.

Note…

In actual practice, exercise designers first think of an action they want someone to perform then list a problem connected with a major event that would motivate that action.  Others work backwards by making a list of specific problems that are likely to occur in connection with each major event and think of the actions that would be expected as a result.  Still others outline the detailed events and expected actions at the same time.

[Initial] Master Scenario of Events List
(With Minor Events)

	Time
	Major Event Summary
	Minor Event Summary
	Time

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Step 7.  Expected Actions

Expected actions are those things that exercise designers want to see or hear in order to evaluate whether plans, policies and/or procedures are effective and meet the true capabilities of the jurisdiction.

In practice, there are various ways to think about expected actions, as they relate to major and minor events:
1. Exercise designers first think of an action they want someone to perform then list a set of problems or events (either major or related minor events) that would motivate that action.

2. Others work backwards by making a list of specific problems that are likely to occur in connection with each major/minor event and think of the actions that would be expected as a result.

3. Still others outline the detailed events and expected actions at the same time.
It is necessary to identify expected actions to:

· Write effective messages. 

· Because the point of the exercise is to get the participants to think or react in certain ways, the scripting must be carefully developed to ensure that the messages get the planned results.

· Determine what should be evaluated.

· The exercise evaluation will focus on whether the participants respond appropriately in an emergency.  The list of expected actions will become the core of that evaluation.

Note…

List expected actions for all participating organizations (those identified in the exercise scope and statement of purpose).

It is not necessary that each minor [detailed] event generate responses from all participants.
Step 8.  Messages

Messages are used to provide on-going information about the event to exercise participants which motivates actions and decisions based on the plan.

Exercise Messages can be provided to the participants in a variety of ways:

· Landline telephone

· Cellular phone

· Portable radio

· Hand delivered.
· Fax machine

· Video

· Dispatch

· Bulletins

· E-mail (should be used with caution due to potential transmission delays)

· Social media

Components of a message
	Source of the message

    (WHO)
	This should raise questions of who sent the message and how credible is the source.  Did sender actually see event or is it hearsay?  Raises questions for the need to verify information.

	Method of Transmission

    (SENDS)
	How is the message getting to the recipient?  Matching how it is sent to everyday reality, keeps the exercise realistic.

	Content of Message

    (WHAT)
	Is it complete?  Does it provide all the necessary information to make the decision or take action?

	Recipient/Referral

    (TO WHOM)
	If first recipient is not the decision maker or action taker, what path of action does the message have to take?  How many interpretations of the message will there be before a decision or action is made?
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